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Abstract: IT operations analytics (ITOA) is the practice of monitoring systems and gathering, processing, analyzing and interpreting
data from various IT operations sources to guide decisions and predict potential issues. Information is gathered from live running
infrastructure as well as older logged data from application, service and infrastructure hardware logs. Other sources of data include
software agents running in operating systems or hypervisors gathering data relevant to 1/O, transactions and resource usage. The
results of scripted tests are gathered, along with real-time analysis of running protocols in a network IT operations IT data from
different sources, examining that data in a broader context, and proactively identifying problems in advance of their occurrence. With
the right ITOA solution, you can detect patterns early to predict issues before they arise.
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1. INTRODUCTION

Enterprises need the support of efficient and
reliable IT systems and infrastructure for their
day-to-day operations. But IT Infrastructure
and operations teams face relentless pressure
to improve service and support growth
Initiatives while optimizing Costs.
Organizations need to reap the benefit of
advanced ITOA methodologies to help
manage Business Services and the quality of
the end-user experience. The core benefit of
ITOA comes not from the raw data, but from
the processing and analysis of data and the
insights, decisions, products, and services that
are derived from the analysis. This is not a
trivial task and in order to deliver smooth IT
Operations, there is a need to understand the
underlying challenges in the ITOA landscape.

The objective and motivation of this article is
to give a systematic review of existing ITOA
landscape for thecommercial products. The
rest of the paper is organized as follows: In
Section |, we begin the paper by defining the
ITOA. Section 2 focuses on key tenets of
ITOA. Section3 talks about focuses on the
research method used in this study. Existing
commercial products and architecture used by
them are highlighted in Section 4. Section 5 is
on, how ITOA works. Section 6 talks about
challenges in ITOA. Section 7 is for ITOA

features. Section 8 is log analysis. Section 9 is
for conclusion and future state of ITOA.

2. KEY ITEMS IN ITOA

In this chapter, we describe core concepts and
background information. We start Dby
presenting a brief primer on IT Operations
Support.

IT Operations Support or Production
support is the practices and disciplines of
supporting the IT

Systems/applications which are currently
being used by the end users. Most of the
Enterprises rely onconventional methods to
manage vast amount of data stored across
Knowledge Database,
ConfigurationManagement Database,
Ticketing Systems or Monitoring alert systems
to do this support.

Usually there are 3 levels of support:

Level 1 (L1) handles on-call support incidents
and provides solutions for simple and known
problems,

Level 2 (L2) provides administration-level
support and deeper technical support, and

Level 3 (L3) provides support for most
advanced technical issues through their subject
matter expertize.
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IT Operations Analytics (ITOA) has been defined by ITanalyst Forrester Research [1] as

159

use of

mathematicalalgorithms and other innovations to extract meaningfulinformation from the sea of raw
data collected bymanagement and monitoring technologies.” ITOA primaryuse is to assist support
team to make data driven decisions tooptimize operations .It leads to operational intelligence

during decision-making process itself.

The ITOA Universe Framework for CA IT Analytics

Used to classify data center products into analytics capability

Monitoring

Value

and value for enterprise

Commonly held view & that Predictive and beyond
& what is Diff erentiating or Transformationa

Fig 1 - Shows the ITOA frame work from CA

Gartner has outlined core applications for
ITOA:

Root Cause Analysis: The models, structures
and pattern descriptions of IT infrastructure
or application stack being monitored can help
users pin point fine-grained and previously
unknown root causes of overall system
behavior pathologies.

Proactive Control of Service Performance
and Availability: Predicts future system states

and the impact of those states on
performance.
Problem  AssignmentDetermine  show

problems may be resolved or, at least, direct
the results of inferences to the most
appropriate individuals or communities in the
enterprise for problem resolution.

e Service Impact Analysis: When multiple
root causes are known, the analytics system’s
output is used to determine and rank the
relative impact, so that resources can be
devoted to correcting the fault in the most
timely and cost-effective way possible.

e Complement Best-of-breed Technology:
The models, structures and pattern
descriptions of IT infrastructure or
application stack being monitored are used to
corrector extend the outputs of other
discovery-oriented tools to improve the
fidelity of information used in operational
tasks (e.g., service dependency maps,
application runtime architecture topologies,
network topologies).

e Real time application behavior learning:
Learns & correlates the behavior of
application based on user pattern and
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underlying Infrastructure  on  various
application patterns, create metrics of such
correlated patterns and store it for further
analysis.

Dynamically Baselines Threshold: Learns
behavior of Infrastructure on various
application user patterns and determines the
optimal behavior of the Infra and
technological components, benchmarks and
base lines the low and high water mark for
the specific environments and dynamically
changes the benchmark base lines without
any manual interventions.

3. SOURCES OF INFORMATION

These sources cover the most relevant
journals, conferences and work shop
proceedings.

e |EEE eXplore(ieeexplore.ieee.org)

e Science
Direct(www.sciencedirect.com)

e Springer(www.springer.com)

e Market Research firm
websites(Gartner, Forrester, IDC,
Markets and Markets)

e ITOA commercial vendor white papers

The search criteria included the titles (IT
Operations  Analytics, Big Data, |IT
operations)

4. ARCHITECTURE OF ITOA

IT Operations Analytics solution
implementation is based on collecting data
which is relevant to business (real-time,
historical & archived) from the existing IT
Operations system. This data then goes
through cleansing. Analytics is applied on the
top of it get the right context for users
problems and finally data visualization is
done.

Ali Imran Jehangari have discussed the
principles to build an ITOA tool in [3] .He has
done some research work of on studying new
technologies and permit research which is
often not possible with commercial tools. In
this section, we will focus on commercial
ITOA analytics solutions.

ITOA solutions are marketed broadly under 5
applications

Infrastructure management
Data Visualization
Network Management
Data Visualization
Network Management

Taile Y Siows vendors and Tomespondmy U products

Vendor Product Solution

Splunk IT Service Intelligence

Incident. MOOG

ITRS ITRS lnsights

Evolven Blende:

ExtraHop Extrahop Platform

VMWare vRealize Operations

Prelert Behavioral Analytics

Figure 2:shows vendors and corresponding ITOA
products

For the “data analytics, these products rely on
using Machine Learning /Behavioral Analytic
principles as shown in Figure 3.
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Fig 3: ITOA value Chain Analysis

5. HOW ITOA WORKS

ITOA software can eitherbe administered on-
site, oraccessed via a cloud provider.The
software gathers data fromrunning (live)
systems, includingoperating systems,
hypervisors,network devices and sensors, as
well as data from various typesof logs, such as
applications,databases, devices and web.
Thedata is warehoused and indexedin a data
store.From there, ITOA normalizesand
transforms structured

From there, ITOA normalizesand transforms
structuredand unstructured data, turningit into
usable information.The data may include

differentkinds of KPIs as there
activenetwork connections and serverCPU

are

utilization, applicationusage patterns and user
responsivenessmetrics among them.

Many ITOA tools “learn” what’snormal for a
system, network orenvironment, creating
baselinesand then identifying patternsin the
data to detect anomaliesand then identifying

patternsin the data to detect
anomalies,especially in  log data and
networkcaptures.

Finally, IT operations analytics software sends
alerts to a management console that
recommends actions for administratorsto take
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to resolve issues. A real-time alert might be

issued when

a KPI

exceedsa threshold or

strays from an expected norm. Most ITOA
products prioritize issues as well, allowing
network administratorsto focus on critical
problems and return to lower-risk problems as

time allows.

11 OUOA Best FPracilices
~ The Three Stages of Operational Adoption

i Strategy P i Implementation r i Adoption r

o Align (Executive) o Deploy (Product) o Operationalize (SOP)
o Define (Requirements) o  Collect{Data) < Validate (Environment)
o Estimate (Financial Impact) o Model (Service) o Optimize (Alarms)
o Agree (Adoption Goals) o Configure (Alarms) o Improve (Solution)
= Plan {Project) o Train (CoE) < Transition (Documentation)
Fig 4 - Best Practices of ITOA
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Fig 6: Implementation principle for HP.

6: CHALLENGES IN ITOA IMPLEMENTATION

ITOA solutions suffer from some limitations
like:

Issues are not always evident from logs.
Useful information is scattered over diverse
location like logs, metrics, events, transaction
traces, stack traces, heap dumps, tickets etc.
All the data needs to be correlated for
accurate analysis.

Different ITOA solutions work of different
data set like Splunk (logs), ExtraHop
(network data), Appdynamics (data collected
by application) and the extraction layer is
domain/application specific.

Enterprises  use  separate  tools  for
infrastructure and  Business  application
monitoring resulting in Analytics silos

Alerts are based on threshold configuration
and is not free from configuration issues.

Supervised training of the system is non-
trivial

Error messages are thrown even during
healthy system state. Depending on the IT
environment, machine learning can typically
reduce operational noise to some extent

7. ITOA FEATURES TO LOOK FOR

ITOA is still evolving, and thereis no standard
model againstwhich to evaluate vendor
offerings.However, many vendorshave entered
the ITOA market,catering mainly to
enterpriseorganizations as well as

somemidsize entities.When evaluating ITOA
vendors,look for the followingfeatures:

Cross-domain collectionandreporting. A
comprehensive IToperations analytics tool
shouldbe able to search for and gatherlogged
and real-time data acrossorganizational
infrastructure—physical, virtual and cloud.
Thatinformation should be automatically
correlated with events,application groups
(groups ofusers and computers) and so on,and
should then provide alertsand actionable
reports to remedyperformance and availability
ISsues.

Baseline establishment. Thetool should have
the capabilityto establish system, network
orenvironment baselines from historicaltrend
data.

Automated log analysis and
predictiveanalytics. This includesautomated
anomaly detectionand behavioral analytics
basedon machine learning. Predictiveanalytics
uses self-learningbehavior derived from
pastevents to predict when problemsmay occur
in the future or topredict future trends for use
in

capacity planning and resourceallocation.

Scalability. If the wvolume ofyour data
increases, your ITOAsoftware must be able to
handlethe new load without any downtime

or major upgrades.
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Ease of installation and use. Lookfor ITOA
software that can be upand running in minutes

or hoursrather than days or weeks. Dash —
boardsshould be clear, conciseand
customizable, enabling efficient
troubleshooting and rootcause analysis.

8. LOG ANALYSIS OF ITOA

Log Management of ITOA helps, focus on
complex correlations, real time processing,

predictive analysis and predictive monitoring.

Analysis of Log Management of ITOA and
comparison with other big data tools are
depicted below.

(-

P —
Log Management |

[T Operations Analytics (ITOA) |

|
Streaming Analytics

‘ Data Warehouse

Data Discovery

‘ Hadoop (Variety of different Frameworks)

Historical
Data

Near
Real Time

Real Time | Predictive

>

Fig7-Log Management through ITOA
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+  Data Warehouse
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|
|
|
- Historical and near real time data
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1 ~ Analytics
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- Especially real time data N

_ R Machine Learing, SAS. etc. < Parse, Filter, Structure, Forward

Fig8-10TA relation to other big data components

9.CONCLUSION
9.1 WIP

Dynapps. A leading vendor for IT operation analytics has
outlined the future of ITOA as shown in diagram below:
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IT Operations Analytics Stages:
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Ewptincs o1 gaihurieg gation, with powerful visusl:  (ew Relic era) STAGE FOUR.
data together & making base 1
L
warehouse for analytics
ot (aarwe
STAGE ONE

THE FUTURE FOR THE
WINNERS - CAUSAL
MODEL MEETS ACTION:

It's an interesting & necessary
shift to a causal analytics

model (easier to understand)
from statistical models, which

Fig9- Future State of ITOA
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